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Abstract

A foundational asymmetry characterizes the coming migration of commercial activity to
autonomous systems. While the volume of machine-driven transactions—agentic commerce,
institutional B2B payments, cross-jurisdictional capital allocation, programmable wage
disbursement is projected to expand by two orders of magnitude this decade. The settlement
infrastructure upon which this activity depends remains structurally misaligned with the
requirements of autonomous commercial actors: it lacks programmable finality, offers no
transactional privacy, and provides no mechanism for embedded compliance at the protocol
level. Blockchain rails offer the programmability and finality that autonomous systems
require, but attain utility as institutional infrastructure only when augmented by privacy.
Privacy, in turn, cannot achieve widespread adoption without programmable compliance.
This article argues that determinism, privacy, and embedded compliance (zkKYC) constitute
a trilemma that any settlement layer for institutional digital commerce must solve and that
solutions addressing only one or two of these requirements will fail to achieve production-scale
adoption.

1. Autonomous agents require cryptographic certainty of execution outcomes.
An agent incapable of guaranteeing settlement finality where double-payment risk, mid-flow
failure, or state non-determinism persists constitutes a liability, not an economic actor. This
determinism requirement extends beyond payment completion to encompass verifiable proof
of task execution before value transfer. Escrow mechanisms gated by cryptographic evidence
from trusted execution environments or TLS notaries represent the minimal architecture
capable of sustaining principal-agent relationships at machine speed. Without such guarantees,
autonomous commerce remains structurally unsound.

2. Traditional payment rails exhibit structural disqualifiers for machine-speed
commerce. Card networks, designed for human latency tolerance and intervention points,
impose authorization windows measured in seconds to minutes, chargeback cycles spanning
days, and ad valorem fee structures (2-3%) that render micropayments uneconomical. An
agent executing thousands of daily sub-transactions across jurisdictions cannot operate on
such infrastructure. The blockchain must function as the arbitration layer, not the transaction
layer: settlement finality on-chain, transaction execution off-chain, with cryptographic proofs
bridging the two.



3. Chain-agnostic settlement is a structural requirement, not a convenience
feature. Autonomous agents discover counterparties, assets, and services irrespective of
network boundaries. A settlement layer constrained to a single blockchain forces artificial
operational restrictions that nullify the value proposition of autonomous discovery. The
architecture must support settlement across heterogeneous execution environments: Ethereum,
Solana, Layer-2 networks through standardized interoperability interfaces, enabling value
transfer without requiring direct on-chain connections between counterparties. Crucially,
interoperability cannot be achieved through centralized bridging infrastructure: bridge
dependencies reintroduce custodial risk and metadata leakage that undermine both the
security and privacy properties the settlement layer is designed to provide. Trustless atomic
swap protocols, in which settlement is completed across chains via hashed time-locked contracts
without third-party custody, represent the minimal viable architecture for chain-agnostic
settlement in adversarial environments.

4. Public ledger settlement exposes commercial relationships that institutions
cannot tolerate. Blockchain rails offer programmability and finality, but public transaction
graphs expose counterparty relationships, pricing strategies, and transaction volumes to any
observer. For institutional actors, this transparency constitutes not a privacy preference but
a structural disqualifier. Competitive intelligence regarding supplier relationships, volume
patterns, and pricing models becomes publicly accessible, transforming infrastructure from
utility to liability. Privacy-preserving execution, whether through state channels or zero-
knowledge rollups, limits transaction visibility to direct participants, with only final settlement
states or validity proofs touching the public ledger. This design protects sensitive commercial
information while maintaining cryptographic verifiability.

5. Privacy without compliance is a dead end for regulated commerce. Cross-
jurisdictional transactions require counterparty verification that encryption alone cannot
satisfy. Anti-money laundering obligations, sanctions screening, and know-your-business
requirements attach to transacting entities, not merely to value moved. Exposing verified
identity data on public ledgers, however, contradicts commercial confidentiality and data
protection regulations. Zero-knowledge attestations (zkKYC) resolve this tension: identity
verification occurs off-chain, with cryptographic proofs attesting to compliance status accom-
panying transactions without revealing underlying personal or entity data. This architecture
enables regulated entities to transact with verified counterparties while maintaining transac-
tional privacy. The delegated compliance model extends this further: autonomous agents may
inherit compliance status from a verified human or institutional principal via cryptographic
mandate, enabling machine-speed transactions to satisfy KYC/KYB requirements without
per-transaction human intervention.

6. The binding constraint is not technology but integration. The technical primitives
for determinism, privacy, and compliance exist. Zero-knowledge proofs are production-
ready. State channel architectures are specified. Cross-chain interoperability protocols are
deployed. What remains absent is production-scale integration across all three requirements
simultaneously. Existing approaches address privacy or interoperability or compliance but



none close the loop on all three at institutional scale. The trilemma remains unsolved.
Overcast Protocol is an attempt to address this integration gap directly: a confidential
interchain settlement layer combining a modular zkKYC identity system, a coin-agnostic
privacy wrapper for public stablecoins, and x402-compatible commerce primitives designed
for autonomous agent payments.

7. Programmable compliance must be embedded, not bolted on. Compliance cannot
remain a bolt-on function in autonomous commerce. It must be programmable, composable,
and embedded within the settlement flow. Machine-readable compliance endpoints enable
agents to verify regulatory status at transaction speed. Protocols integrating with real-time
AML and fraud screening through standardized interfaces enable compliance verification
without human intervention. The combination of zk proofs, selective disclosure, and verifiable
credentials creates a compliance layer that satisfies regulatory requirements while preserving
commercial confidentiality. Threshold disclosure mechanisms — in which identity secrets are
distributed across a quorum of institutional guardians and unmasked only upon multi-party
authorization for AML/CFT purposes — provide the enforcement backstop that regulators
require without exposing identity data to individual counterparties or public observers.

8. Conclusion: The stack that solves the trilemma. The infrastructure necessary
for institutional-scale digital commerce, encompassing agentic transactions, B2B payments,
capital allocation, and wage disbursement comprises three integrated layers: (1) interchain
settlement for value transfer with confidentiality across heterogeneous networks, (2) zkKYC
for verified identity without data exposure, with delegated compliance for autonomous
agents, and (3) programmable commerce primitives enabling conditional payments with
embedded compliance. This stack addresses the determinism-privacy-compliance trilemma
through production-scale integration of components that have previously existed only in
isolation. The projected growth of autonomous digital commerce will materialize only to the
extent that this infrastructure achieves institutional-grade reliability, regulatory acceptance,
and cross-chain interoperability. The primitives exist. The integration is the work.



